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iNTrODuCTiON
The ESP appliance works best with a local directory server on the network, 
such as an Active Directory.  It seamlessly synchronizes with any LDAP v3 
compliant server in that all users that are added, modified or deleted are 
automatically synchronized to the appliance (by default, at 10 p.m. every night).  
In cases where a compatible directory server is not available, it is possible 
to use the optional on-board LDAP service on the appliance to manage the 
list of organizational units (OUs),users and e-mail addresses.  This document 
described how to set up and manage the on-board directory.

GETTiNG STArTED
To manage the on-board directory, download and unzip the OpenLDAP Browser 
software from http://www.sendio.com/support/downloads to a PC (Mac 
or Windows) that has network access to the ESP appliance. This application 
provides all necessary features to add, edit and remove various directory 
entries, including organizational units (OUs), users and e-mail addresses.

Prior to attempting a connection to the directory server, make sure the PC’s IP 
address is added to the appliance’s Directory Access List setting. This setting is 
located in the System Configuration section of the console interface (see the 
Installation Guide for further details)

Ensure the PC has access to the appliance on port 389.  You may test this access 
by issuing the following command from a Windows or MacOS command line:

telnet <IP of ESP appliance> 389

Once this is successful, proceed to launch the LDAP browser by double-clicking 
on the lbe.bat file (Windows) or lbe.jar file (Mac). You will find these files in the 
directory where the zip file was unzipped.

MAKiNG THE CONNECTiON
Once the application opens you must create a new connection as demonstrated 
in Figure [1].

[1]  New Connection
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[2]  Connection Tab

After you have entered the name 
of your connection, click on the 
Connection tab (Figure [2]).

At the Host entry, enter in the 
IP address or internal DNS name 
of the ESP appliance.  Check the 
Anonymous bind checkbox and click 
the Fetch DNs button.  If the browser 
is unable to connect with the LDAP 
on the appliance, there will be a red 
error message at the bottom of the 
screen as shown in the Figure [3].

[3]  Connection Failure
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A successful connection will result in 
your domain to be displayed in the 
Base DN: field as shown in Figure [4].

Once you have successfully 
connected to the LDAP, you will log 
in to the directory to manage the 
Organizational Units (OUs) and users.

Follow the steps below for the log in 
process:

Uncheck the 1. Anonymous bind 
checkbox.

Type in cn=Manager at the 2. User 
DN: field.

Check the 3. append base DN 
checkbox.

Enter the password that was 4. 
previously set via the Directory 
Management section of the 
appliance’s console interface 
(refer to the Installation Guide for 
more details)

Click the 5. Save button.

[4]  Successful Connection

[5]  Log In
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Now that the session has been 
created, highlight the session and 
click on the Connect button at the 
bottom of the Session List window, 
Figure [6].  

A successful login will take you to the 
screen pictured in Figure [7].

[6]  Session List

[7]  Connected Session
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ADDiNG AND DELETiNG OBJECTS

[8]  Adding an OU

Adding an OU
Now that you have successfully 
logged in to the on-board LDAP, you 
are now going to manage the users 
and OUs in much the same way as 
on an Active Directory and other 
directory servers.  Each OU that is 
created and listed will be a container 
for users (e.g. you may choose to 
create an OU for each department in 
your organization)

In order to create an OU, highlight 
the top of the directory tree from the 
left tree menu and select Edit from 
the menu bar.  

Scroll down to the Add Entry 
selection and highlight the 
organizationalUnit option in the pop-
right menu as shown in Figure [8].

You will see a multiple line entry 
form that may seem quite daunting.  
However, the only item that you will 
need to modify is the OU name on 
the top line as illustrated in Figure 
[10].

Adding an Individual
In order to add an individual, you 
would highlight the OU on the left 
hand menu tree that will be the 
container for the individual.  From 
the menu bar, choose Edit > Add 
Entry > inetOrgPerson, as shown in 
Figure [9].

Next, you would make sure that 
ALL of the entries look like Figure 
[11], keeping in mind that all of this 
is CASE SENSITIVE and MUST BE 
perfect.

[9]  Adding an Individual
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[10]  New OU

[11]  New Individual



S E N D I O  E S P  M A R  0 8  S U  O P E N  L D A P  T U T O R I A L

E S P - L D A P T U T O R I A L - D C L D P 0 8 1 0 2 9  P A G E  7

[12]  Individual Password Set and Verify the password and then click Apply, as shown in 
Figure [12].

At this point, if you go to the ESP’s web interface and 
synchronize the directory, this user would be added to the 
Account list.

[13]  Add Address

Adding an Address
If you would like to add the address 
jane.doe@sendio.com to the this 
user, from the left tree, select the 
cn=Jane Doe user, then Edit > Add 
Attribute as shown in Figures [13] 
and [14].

Click Apply.  

Adding addresses can be done any 
time.

[14]  Add Address
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[15]  Delete User

Deleting Users
Deleting entries follows the same process.

 Select the user to be deleted from the left tree. 

Edit > Delete Entry.  

Make sure to check the box indicating “with 
children” and click Delete.

At this point, if you were to go to the ESP’s web 
interface and re-sync the directory, this user would 
be marked as “Deleted.”

Deleting an Address
 To delete just the address jane.doe@
sendio.com, select the user from 
the left tree.  Then, select the mail 
attribute that you want deleted as 
shown in Figure [16].

Make sure you check “Selected 
values?” If “All Values?” is checked, 
then all of the “mail” attributes 
would be deleted.

Click Delete.

At this point, if you were to go to the 
ESP’s web interface and synchronize 
the directory, this new user would no 
longer have the address jane.doe@
sendio.com.

[16]  Delete Address

[17]  Delete Attribute
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BACKiNG uP THE LDAP DATA

It is strongly recommended that 
you back up your newly created or 
modified directory every time you 
make a change to the directory.  

This is easily accomplished by 
selecting the top of the tree from the 
left hand menu, choose LDIF from 
the top menu and choosing Export 
from the menu option.  

Note that you may restore by 
choosing the Import option.

The pop-up window in Figure [19]
will be displayed asking you to select 
a destination for your backup file.  It 
is imperative that the radio button to 
the left of the All Children option is 
selected. 

Clicking on the button with the 
ellipsis (...) will allow you to choose 
the destination in the file structure 
of the host computer as shown in the 
Figure [19].  

This file name will have an “ldif” 
extension.

[18]  Data Export

 

[19]  Data Export
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ESP APPLiANCE CONFiGurATiON

As the Administrator, log in to the ESP’s web interface and select Admin > Directories. 

Select the Local Directory for the appliance, click on the Actions button and select 
Synchronize Selected Directories from the drop-down menu, as shown in Figure [20].

A window will be displayed showing the modifications to the directory (Figure 
[21]).  Notice that the one account – Jane Doe and her two addresses have been 
successfully added to the appliance.  They can be seen in the accounts listing as well.

If you have added an OU to the directory and would like to add it as a separate directory 
entry and domain, simply click on the New button and enter the requested data.  For the 
Base DN, ensure that you are pointing the proper node / OU in the tree.  Next, go the 
Admin > Domains page and add the mail domain that is desired.

[20]  Directory Synchronization

[21]  Directory Synchronization
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